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Abstract 
                        
As we know, DevOps is a combination of two teams/functions within an enterprise i.e., 
Development and Operations. DevOps combines the responsibilities by allowing a single team 
to manage the entire application development process. The developer is equipped to build, test, 
deploy and monitor and perform frequent validations and verifications rather than depending on 
another team to do so. For Mainframes the intent is the same, but the challenge is bigger 
because Mainframe is a separate system with its own operating system, interface, and tools. In 
order to fully benefit from DevOps practices, organizations need a way to integrate it with 
distributed DevOps platforms. With Broadcom’s award-winning Mainframe DevOps suite and 
Azure DevOps (ADO) customers can now easily do just that and realize the full benefit of 
DevOps for their mainframe application portfolio. 
 
Traditional or cross-platform teams can test early and often, adopt open-source frameworks, 
integrate with modern DevOps tools, reduce the time to market, provide faster feedback, 
support automation, reduce learning curve, and ultimately increase productivity. This 
Continuous Integration and Continuous Delivery pattern brings all the goodness of DevOps to 
Mainframe and provides the teams the liberty to decide up to what level of modernization they 
want to adapt or even break it down into stages.  
 
This whitepaper provides an overview of the integration of ADO with Broadcom Mainframe 
DevOps suite which includes Endevor – the market leading mainframe DevOps solution which 
many organizations have adopted to manage and automate their mainframe application 
development processes.  The below diagrams briefly illustrate use case-based DevOps 
solutions using ADO and Broadcom DevOps suite. Here labels 2a,2b depict Local and 
Enterprise repository management, label 3 represents code synchronization and 4 represents 
build and ship. Don’t know what these products are and what they do? Don’t worry – follow 
along as we will uncover all the concepts in the following sections. 
 

 
                        

https://mainframe.broadcom.com/devops
https://docs.microsoft.com/en-us/azure/devops/user-guide/what-is-azure-devops?view=azure-devops
https://www.broadcom.com/products/mainframe/application-development/endevor
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Why DevOps for Mainframe? 
A huge majority of critical applications in Finance, Retail, SLG (State and Local Government), 
Healthcare, and other major industries depend on Mainframe for their mission critical 
applications. The mainframe is known for its reliability, security, large-scale transaction 
processing, storage etc. For perspective, 61 of the Fortune 100 companies, 44 of 50 top banks 
and 8 of the top 10 insurers continue to use mainframes3. 
 
The global annual mainframe hardware and direct software spend is projected to be $2.9B by 
20251 while the global application modernization services landscape, inclusive of mainframe 
legacy applications, is projected to be a $25B market by 20252.  
 
1Allied Market Research 
2Markets and Markets 
3IBM 

 
Considering the huge market share, it is imperative that Mainframe embraces the new or 
modern way of doing development and operations. Given below are some of the reasons which 
led to Mainframe DevOps. 
 

a. Businesses require frequent development/delivery, agility, cost effectiveness, 
automation and better development and deployment controls to effectively compete.  

b. Due to the gradual reduction of Mainframe skilled resources, it is imperative that 
organizations attract new Mainframe developers by giving them familiar experience. The 
goal is to make Mainframe equally or more competitive with the distributed systems. 

c. Current Mainframe development and Deployment tools are time consuming for 
inexperienced users and are often not configured for the new, faster, and more 
effective/productive processes. 
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d. Existing traditional Mainframe dev and delivery practices and tools must be integrated to 
non-mainframe DevOps platforms to take advantage of newer DevOps practices such as 
code review, application source and security scanning, testing, analytics, etc. 

e. Automation must be further enhanced, ideally without disrupting the years of investment 
in existing Mainframe automation-like builds. 

f. Organizations want to leverage operational tools to detect issues (for e.g., deployment 
failures, incorrect mappings) earlier. 

g. Time taken for code approvals, code preparation/packaging, parallel development, and 
holistic code reviews must be reduced for maximum developer velocity. 

h. Adopting standard Enterprise tooling means more timely feedback, better 
communication, and collaboration rather than working in silos. 

 

Components of Mainframe DevOps 
 

There are 2 main components of Mainframe DevOps which mirror traditional DevOps 
tool offerings. The first pillar is Application development, and the second category is 
Application Deployment and Maintenance. The development category in Mainframe 
world implies doing development in new age IDEs instead of doing it on a Mainframe 
emulator. There are many tools that now provide plugins to enable that functionality. 
This means the modern developer can work with familiar tools. The tools provide similar 
functionalities like submit/check jobs, create/list/modify/delete datasets/programs etc. 
Not just that, these tools are integrated with a central repository and work with the right 
security and approval controls. We will discuss more about this in the next section. 
 
For the second category, there are services which provide cross-platform enterprise 
grade pipeline standards and tooling. Using these tools, you can orchestrate the 
deployment right from the time the code is committed on Git, tested, and then integrated 
with Endevor to get the code built and deployed. This is done by a suite of tools which 
allow both complete Cloud-based as well as Hybrid solutions. 
 
The main idea behind all these tools is to ensure Mainframe DevOps is easily accepted 
and adopted by next-generation developers without disrupting career mainframers. In 
the upcoming sections we will find out about what Azure DevOps is and how it integrates 
with the Broadcom Mainframe DevOps offering. For the purposes of this whitepaper, we 
are focusing on: 
 
1. Visual Studio code for IDE. 
2. Code4z and Zowe as our z/OS extensions. 
3. Endevor for software change management solution on Mainframe. 
4. Endevor Bridge for Git and Team build for code synchronization and off-host build 

options. 
 

https://code.visualstudio.com/
https://marketplace.visualstudio.com/items?itemName=broadcomMFD.code4z-extension-pack
https://www.openmainframeproject.org/all-projects/zowe
https://www.broadcom.com/products/mainframe/application-development/endevor
https://mainframe.broadcom.com/ca-endevor-bridge-for-git
https://www.broadcom.com/products/mainframe/application-development/endevor
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Other optional Broadcom DevOps solutions are also discussed below.  
 
Note:  
1. Broadcom Suite is what we are using as an example, there are other partners/tools who can provide 

similar functionality. 
2. We are using Git as our version control repository, but we can alternatively use GitHub.: 

 

 
 
 

      

What is Azure DevOps? 
Feel free to skip this section if you are aware of ADO and its’ offerings. If not, then please follow 
along. 

DevOps provides developer services for allowing teams to plan work, collaborate on code 
development, and build and deploy applications. Azure DevOps supports a collaborative culture 
and set of processes that bring together developers, project managers, and contributors to 
develop software. It allows organizations to create and improve products at a faster pace than 
they can with traditional software development approaches. 

You can work in the cloud using Azure DevOps Services or on-premises using Azure DevOps 
Server. For information on the differences between the cloud versus on-premises platforms, 
see Azure DevOps Services and Azure DevOps Server. 

Azure DevOps provides integrated features that you can access through your web browser or 
IDE client. You can use one or more of the following standalone services based on your 
business needs: 

https://docs.microsoft.com/en-us/azure/devops/user-guide/about-azure-devops-services-tfs?view=azure-devops
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• Azure Repos provides Git repositories or Team Foundation Version Control (TFVC) 
for source control of your code. For more information about Azure Repos, 
see What is Azure Repos?. 

• Azure Pipelines provides build and release services to support continuous 
integration and delivery of your applications. For more information about Azure 
Pipelines, see What is Azure Pipelines?. 

• Azure Boards delivers a suite of Agile tools to support planning and tracking work, 
code defects, and issues using Kanban and Scrum methods. For more information 
about Azure Boards, see What is Azure Boards?. 

• Azure Test Plans provides several tools to test your apps, including 
manual/exploratory testing and continuous testing. For more information about 
Azure Test Plans, see Overview of Azure Test Plans 

• Azure Artifacts allows teams to share packages such as Maven, npm, NuGet, and 
more from public and private sources and integrate package sharing into your 
pipelines. For more information about Azure Artifacts, see Overview of Azure 
Artifacts. 

You can also use the following collaboration tools: 

• Customizable team dashboards with configurable widgets to share information, 
progress, and trends 

• Built-in wikis for sharing information 
• Configurable notifications 

Azure DevOps supports adding extensions and integrating with other popular services, such as: 
Campfire, Slack, Trello, UserVoice, and more, and developing your own custom extensions. For 
more details, please refer to this link. 

Azure DevOps Services supports integration with GitHub.com and GitHub Enterprise Server 
repositories. Azure DevOps Server supports integration with GitHub Enterprise Server 
repositories. 

Azure DevOps integration and orchestration with 
Broadcom DevOps tools 
 
Using Azure DevOps and Broadcom Endevor Integrations we can provide an efficient, 
automated, decoupled, and effective way to manage z/OS deployments.  Azure DevOps 
provides the perfect platform to manage your code locally, push the code out, merge changes, 
provision pipelines, set right roles, use templatized scripts, and execute Endevor build and 
deployment automation.  
 
You might be thinking, how does it all work? Don’t worry, this section answers that question. 
 

https://docs.microsoft.com/en-us/azure/devops/repos/get-started/what-is-repos?view=azure-devops
https://docs.microsoft.com/en-us/azure/devops/pipelines/get-started/what-is-azure-pipelines?view=azure-devops
https://docs.microsoft.com/en-us/azure/devops/boards/get-started/what-is-azure-boards?view=azure-devops
https://docs.microsoft.com/en-us/azure/devops/test/overview?view=azure-devops
https://docs.microsoft.com/en-us/azure/devops/pipelines/artifacts/artifacts-overview?view=azure-devops
https://docs.microsoft.com/en-us/azure/devops/pipelines/artifacts/artifacts-overview?view=azure-devops
https://docs.microsoft.com/en-us/azure/devops/service-hooks/overview?view=azure-devops
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Step 1: Install Visual Studio code and install Code4z or the Zowe explorer plugin from the VS 
Code Marketplace. The Code4z extension package includes Zowe explorer (with CLI). 
 

 
 
Code4z comes with a variety of built-in tools that can be leveraged as a development 
environment, to access/modify data, manage files, view Endevor managed artifacts from your 
IDE, analyze abends and so much more.  
 

                     
 
Step 2: Make sure your mapping administrator has created mappings in the Endevor Bridge for 
Git. This is done to map Endevor inventories with ADO enterprise Git repositories. 
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                                         Main Git branch mapped with Endevor QA region 
 
Step 3: Clone the application using your enterprise Git repository on Azure DevOps. As a best 
practice, developers can create a feature branch so that your changes are isolated from other 
developers. Once created you can make code changes. If any code change is syntactically 
incorrect, your language-specific editor (such as the Code4z COBOL or High-level Assembler 
LSP editors) will provide visual cues (squiggly lines). You don’t have to compile your code 
multiple times to find syntax errors, because the editor is enabled to highlight problems as you 
code. Now save your code and get ready to build it. 
 
ADO view: 
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Visual Studio Code view: 

 
 
Step 4: Assuming you have made changes, you need to build them now. Traditionally, Endevor 
would serve as both your repository and your pipeline. But if you are working on ADO Git server 
you want to make sure that your commit won’t break your build and perform testing before you 
push it out via a pull request. You have two options for building your working directory that do 
just that – Zowe CLI and Endevor Team build.  Both these options send code from your working 
directory to a Mainframe hosted build area before it is added back to the mapped Endevor 
location.  Note: use of Zowe CLI for developer builds requires installation of the Endevor and 
Endevor Bridge for Git Zowe CLI plugins. 
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                                           Modernize using ADO, Bridge for Git, and Zowe CLI 

 
4a. Build using Zowe CLI: The changed files from the local working directory of your Git-
Endevor mapping are built in an Endevor work area. Once built, the resulting binaries 
are available for testing in Endevor managed datasets as you would expect. Using Zowe 
CLI, changes can be deployed into testing environments using Zowe CLI, or if the work 
area is tied to a live environment, they will be immediately available for testing. After 
testing the changes, using ADO the developer can commit the changes and create a pull 
request. The pull request pushes the changes for review and get merged into the master 
branch/synchronized branch.  
 
Build example (Alternatively, you can submit a background build): 
 

zowe ebg build exec --endevor-instance ENDEVOR --endevor-subsystem SLICK --
endevor-environment DEV--endevor-system SLICK 

 
 

https://docs.zowe.org/v1.27.x/web_help/docs/zowe_endevor-bridge-for-git_build_execute.html
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                                               Modernize using ADO, Bridge for Git, Team build and Zowe CLI 

 
 
4b. Build using Team Build and bldz: If you are using Bridge for Git in conjunction with 
Team build’s bldz build engine, your processors will have been exported to Team Build 
compatible scripts and they will be available in your Git repository. The build is 
performed outside the traditional Endevor environment and what you had in Endevor is 
now in a Git repo on ADO driven via your BUILDZ.js file along with some supporting 
scripts created from the processors in Endevor. And using that we have decoupled the 
build from the traditional Endevor infrastructure, and it may be run on any LPAR, 
including virtual ones.  
 
 
 

https://techdocs.broadcom.com/us/en/ca-mainframe-software/devops/ca-endevor-integrations-for-enterprise-devops/1-0/ca-endevor-team-build.html
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ADO view: 
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Step 5: The master branch is then synchronized with Endevor.  If any developers working on-
host in Endevor made any changes, they will have been pulled back to Git, either via a 
scheduled job or in near-real time using Endevor webhooks. This keeps both the copies (In and 
out of Mainframe) in sync so they can be integrated with each other. 
Once sync is complete, you can then automatically trigger an ADO pipeline to promote the 
reviewed changes to the mapped environment within Mainframe or perform any added DevOps 
processes such as static application analysis / source code scanning. 
 
Scheduled sync: 

 
 
 
Near-real time sync: This is an event-based synchronization where each time an event occurs 
on Endevor, it will trigger an update to the synchronized repository. 
Refer to – Set Up Event-Based Sync-back (Broadcom) 

 

 
 

https://techdocs.broadcom.com/us/en/ca-mainframe-software/devops/ca-endevor-integrations-for-enterprise-devops/1-0/ca-endevor-bridge-for-git/installing-ca-endevor-bridge-for-git/set-up-event-based-sync-back.html
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Target audience 
 
In this section let’s look at which challenges this solution is helpful in addressing. 
 
 
Scenario 1: Take advantage of distributed systems: Provide Azure DevOps advantage to do 
source code scanning, automation using pipelines and/or code reviews using pull requests. 
Once the code is in ADO developers can take advantage of plugins and existing ADO 
capabilities. 
 
Scenario 2: Attract new developers: Next generation developers who don’t want to work on 
traditional Mainframe tools/frameworks (e.g., ISPF, Endevor etc.) will benefit from a familiar 
work environment. 
 
Scenario 3: Freedom of choice: Create a hybrid model where next generation and experienced 
Mainframe developers can maintain a synchronized repository using scheduled or real time 
synchronization options.  
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Conclusion 
In conclusion, DevOps on Mainframe is a more familiar experience for next generation 
developers than ever before and layers on new shift-left quality processes such as source code 
scanning. Using Broadcom’s award-winning tools and Azure DevOps, customers can now 
provide similar development processes regardless of platform and attract top talent to maintain 
critical parts of their application infrastructure.  New programmers don’t have to learn the 
traditional ways and experienced staff can continue to work with the tools they like. This gives 
the customers the time and roadmap to plan their modernization in stages.  
  
Depending on your use case and team structure you can pick from a variety of tools. You can 
use a fully traditional approach where the team uses Endevor for both source code, build and 
ship. These teams might use Git as repository or maybe install a Zowe or Code4z package to 
take advantage of the IDE features like syntax suggestions, missing entity alerts etc.  
On the other hand, you can also use a hybrid or fully Git native model with Azure DevOps, 
Endevor bridge for Git, Endevor Team Build, Explorer for Endevor, Code4z, Zowe etc. 

Learn more 
What is Azure DevOps? - Azure DevOps | Microsoft Docs 
 
Mainframe DevOps and Application Development (broadcom.com) 
 
Endevor Bridge for Git (broadcom.com) 
 
endevor-bridge-for-git build execute (zowe.org) 
 
Endevor Team Build (broadcom.com) 
 
 
 
 
 
 
 
  

https://docs.microsoft.com/en-us/azure/devops/user-guide/what-is-azure-devops?view=azure-devops
https://www.broadcom.com/solutions/mainframe/devops
https://techdocs.broadcom.com/us/en/ca-mainframe-software/devops/ca-endevor-integrations-for-enterprise-devops/1-0/ca-endevor-bridge-for-git.html
https://docs.zowe.org/v1.27.x/web_help/docs/zowe_endevor-bridge-for-git_build_execute.html
https://techdocs.broadcom.com/us/en/ca-mainframe-software/devops/ca-endevor-integrations-for-enterprise-devops/1-0/ca-endevor-team-build.html
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